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It's easy to capture packets with Wireshark, the world's most popular network
sniffer, whether off the wire or from the air. But how do you use those packetsto
understand what's happening on your network?

With an expanded discussion of network protocols and 45 completely new
scenarios, this extensively revised second edition of the best-selling Practical
Packet Analysiswill teach you how to make sense of your PCAP data. You'll
find new sections on troubleshooting slow networks and packet analysis for
security to help you better understand how modern exploits and malware behave
at the packet level. Add to this a thorough introduction to the TCP/IP network
stack and you're on your way to packet analysis proficiency.

Learn how to:

- Use packet analysis to identify and resolve common network problems like loss
of connectivity, DNS issues, suggish speeds, and malware infections

- Build customized capture and display filters

- Monitor your network in real-time and tap live network communications

- Graph traffic patterns to visualize the data flowing across your network

- Use advanced Wireshark features to understand confusing captures

- Build statistics and reports to help you better explain technical network
information to non-techies

Practical Packet Analysisisamust for any network technician, administrator, or
engineer. Stop guessing and start troubleshooting the problems on your network.
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Editorial Review

Review
"An essential book if you are responsible for network administration on any level."

- Linux Pro Magazine

"A wonderful, smple to use and well laid out guide.”
- Arsgeek.com

"If you need to get the basics of packet analysis down pat, thisis avery good place to start."
- Stateofsecurity.com

About the Author

Chris Sandersis an information security consultant, author, and researcher originally from Mayfield,
Kentucky. That's thirty miles southwest of alittle town called Possum Trot, forty miles southeast of aholein
the wall named Monkey's Eyebrow, and just north of a bend in the road that really is named Podunk.

Chrisisa Senior Security Analyst with InGuardians. He has as extensive experience supporting multiple
government and military agencies, aswell as several Fortune 500 companies. In multiple roles with the US
Department of Defense, Chris significantly helped to further to role of the Computer Network Defense
Service Provider (CNDSP) model, and helped to create several NSM and intelligence tools currently being
used to defend the interests of the nation.

Chris has authored several books and articles, including the international best seller "Practical Packet
Analysis’ form No Starch Press, currently in its second edition. Chris currently holds several industry
certifications, including the SANS GSE and CISSP distinctions.

In 2008, Chris founded the Rural Technology Fund. The RTF is a501(c)(3) non-profit organization designed
to provide scholarship opportunities to students form rural areas pursuing careers in computer technology.
The organization al so promotes technology advocacy in rura areas through various support programs. The
RTF has provided thousands of dollars in scholarships and support to rural students.

When Chrisisn't buried knee-deep in packets, he enjoys watching University of Kentucky Wildcat
basketball, being aBBQ Pitmaster, amateur drone building, and spending time at the beach. Chris currently
resides in Charleston, South Carolinawith hiswife Ellen.

Chris blogs at appliednsm.com and chrissanders.org. He is on Twitter as @chrissandersg8.
Users Review

From reader reviews:



M onica Philson:

In this 21st one hundred year, people become competitive in every way. By being competitive right now,
people have do something to make them survives, being in the middle of often the crowded place and notice
through surrounding. One thing that oftentimes many people have underestimated that for awhile is reading.
Y es, by reading a book your ability to survive raise then having chance to stand than other is high. For you
personally who want to start reading some sort of book, we give you this specific Practical Packet Analysis.
Using Wireshark to Solve Real-World Network Problems book as starter and daily reading e-book. Why,
because this book is more than just a book.

Edward Carroll:

A lot of people always spent their particular free time to vacation or perhaps go to the outside with them
loved ones or their friend. Do you realize? Many alot of people spent these people free time just watching
TV, or playing video games all day long. If you need to try to find a new activity hereislook different you
can read the book. It isreally fun for you. If you enjoy the book which you read you can spent 24 hours a day
to reading a publication. The book Practical Packet Analysis: Using Wireshark to Solve Real-World Network
Problemsit is very good to read. There are alot of those who recommended this book. These were enjoying
reading this book. In the event you did not have enough space to bring this book you can buy often the e-
book. Y ou can mQOore simply to read this book from a smart phone. The price is not too expensive but this
book offers high quality.

Pandora Rice:

Do you like reading a publication? Confuse to looking for your favorite book? Or your book had been rare?
Why so many problem for the book? But virtually any people feel that they enjoy intended for reading. Some
people likes reading, not only science book and also novel and Practical Packet Analysis: Using Wireshark to
Solve Real-World Network Problems as well as others sources were given understanding for you. After you
know how the great a book, you feel wish to read more and more. Science book was created for teacher or
students especially. Those textbooks are helping them to add their knowledge. In different case, beside
science guide, any other book likes Practical Packet Analysis: Using Wireshark to Solve Real-World
Network Problems to make your spare time considerably more colorful. Many types of book like this.

Carmen Dana:

Reading a publication make you to get more knowledge from it. Y ou can take knowledge and information
coming from a book. Book is published or printed or created from each source this filled update of news. In
this particular modern eralike today, many ways to get information are available for an individual. From
media social similar to newspaper, magazines, science guide, encyclopedia, reference book, novel and
comic. You can add your knowledge by that book. Do you want to spend your spare time to spread out your
book? Or just searching for the Practical Packet Analysis: Using Wireshark to Solve Real-World Network
Problems when you necessary it?
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