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Use Cisco concentrators, routers, Cisco PIX and Cisco ASA security appliances,
and remote access clients to build a complete VPN solution
 

A complete resource for understanding VPN components and VPN design●

issues
Learn how to employ state-of-the-art VPN connection types and implement●

complex VPN configurations on Cisco devices, including routers, Cisco PIX
and Cisco ASA security appliances, concentrators, and remote access clients
Discover troubleshooting tips and techniques from real-world scenarios based●

on the author’s vast field experience
Filled with relevant configurations you can use immediately in your own●

network

 
With increased use of Internet connectivity and less reliance on private WAN
networks, virtual private networks (VPNs) provide a much-needed secure method
of transferring critical information. As Cisco Systems® integrates security and
access features into routers, firewalls, clients, and concentrators, its solutions
become ever more accessible to companies with networks of all sizes. The
Complete Cisco VPN Configuration Guide contains detailed explanations of all
Cisco® VPN products, describing how to set up IPsec and Secure Sockets Layer
(SSL) connections on any type of Cisco device, including concentrators, clients,
routers, or Cisco PIX® and Cisco ASA security appliances. With copious
configuration examples and troubleshooting scenarios, it offers clear information
on VPN implementation designs.
 
Part I, “VPNs,” introduces the topic of VPNs and discusses today’s main
technologies, including IPsec. It also spends an entire chapter on SSL VPNs, the
newest VPN technology and one that Cisco has placed particular emphasis on
since 2003. Part II, “Concentrators,” provides detail on today’s concentrator
products and covers site-to-site and remote-access connection types with
attention on IPsec and WebVPN. Part III covers the Cisco VPN Client versions
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3.x and 4.x along with the Cisco3002 Hardware Client. Cisco IOS® routers are
the topic of Part IV, covering scalable VPNs with Dynamic Multipoint VPN,
router certificate authorities, and router remote access solutions. Part V explains
Cisco PIX and Cisco ASA security appliances and their roles in VPN
connectivity, including remote access and site-to-site connections. In Part VI, a
case study shows how a VPN solution is best implemented in the real world
using a variety of Cisco VPN products in a sample network.
 
This security book is part of the Cisco Press® Networking Technology Series.
Security titles from Cisco Press help networking professionals secure critical data
and resources, prevent and mitigate network attacks, and build end-to-end self-
defending networks.
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networks (VPNs) provide a much-needed secure method of transferring critical information. As Cisco
Systems® integrates security and access features into routers, firewalls, clients, and concentrators, its
solutions become ever more accessible to companies with networks of all sizes. The Complete Cisco VPN
Configuration Guide contains detailed explanations of all Cisco® VPN products, describing how to set up
IPsec and Secure Sockets Layer (SSL) connections on any type of Cisco device, including concentrators,
clients, routers, or Cisco PIX® and Cisco ASA security appliances. With copious configuration examples
and troubleshooting scenarios, it offers clear information on VPN implementation designs.
 
Part I, “VPNs,” introduces the topic of VPNs and discusses today’s main technologies, including IPsec. It
also spends an entire chapter on SSL VPNs, the newest VPN technology and one that Cisco has placed
particular emphasis on since 2003. Part II, “Concentrators,” provides detail on today’s concentrator products
and covers site-to-site and remote-access connection types with attention on IPsec and WebVPN. Part III
covers the Cisco VPN Client versions 3.x and 4.x along with the Cisco3002 Hardware Client. Cisco IOS®
routers are the topic of Part IV, covering scalable VPNs with Dynamic Multipoint VPN, router certificate
authorities, and router remote access solutions. Part V explains Cisco PIX and Cisco ASA security
appliances and their roles in VPN connectivity, including remote access and site-to-site connections. In Part
VI, a case study shows how a VPN solution is best implemented in the real world using a variety of Cisco
VPN products in a sample network.
 
This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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Editorial Review

From the Back Cover
Use Cisco concentrators, routers, Cisco PIX and Cisco ASA security appliances, and remote access clients to
build a complete VPN solution

A complete resource for understanding VPN components and VPN design issues●

Learn how to employ state-of-the-art VPN connection types and implement complex VPN configurations●

on Cisco devices, including routers, Cisco PIX and Cisco ASA security appliances, concentrators, and
remote access clients
Discover troubleshooting tips and techniques from real-world scenarios based on the author's vast field●

experience
Filled with relevant configurations you can use immediately in your own network●

With increased use of Internet connectivity and less reliance on private WAN networks, virtual private
networks (VPNs) provide a much-needed secure method of transferring critical information. As Cisco
Systems(R) integrates security and access features into routers, firewalls, clients, and concentrators, its
solutions become ever more accessible to companies with networks of all sizes. "The Complete Cisco VPN
Configuration Guide "contains detailed explanations of all Cisco(R) VPN products, describing how to set up
IPsec and Secure Sockets Layer (SSL) connections on any type of Cisco device, including concentrators,
clients, routers, or Cisco PIX(R) and Cisco ASA security appliances. With copious configuration examples
and troubleshooting scenarios, it offers clear information on VPN implementation designs. Part I, "VPNs,"
introduces the topic of VPNs and discusses today's main technologies, including IPsec. It also spends an
entire chapter on SSL VPNs, the newest VPN technology and one that Cisco has placed particular emphasis
on since 2003. Part II, "Concentrators," provides detail on today's concentrator products and covers site-to-
site and remote-access connection types with attention on IPsec and WebVPN. Part III covers the Cisco VPN
Client versions 3.x and 4.x along with the Cisco3002 Hardware Client. Cisco IOS(R) routers are the topic of
Part IV, covering scalable VPNs with Dynamic Multipoint VPN, router certificate authorities, and router
remote access solutions. Part V explains Cisco PIX and Cisco ASA security appliances and their roles in
VPN connectivity, including remote access and site-to-site connections. In Part VI, a case study shows how a
VPN solution is best implemented in the real world using a variety of Cisco VPN products in a sample
network. This security book is part of the Cisco Press(R) Networking Technology Series. Security titles from
Cisco Press help networking professionals secure critical data and resources, prevent and mitigate network
attacks, and build end-to-end self-defending networks.

About the Author

Richard A. Deal has nearly 20 years experience in the computing and networking industry including
networking, training, systems administration, and programming. In addition to a bachelor’s of science degree
in mathematics and computer science from Grove City College, Richard holds many certifications from
Cisco. Since 1997, Richard has operated his own company, The Deal Group, Inc., located in Orlando,
Florida. He also teaches Cisco security courses for Boson Training and writes preparation tests for them.

Users Review

From reader reviews:



Michel Wilkerson:

Here thing why this The Complete Cisco VPN Configuration Guide (Networking Technology) are different
and trusted to be yours. First of all studying a book is good nevertheless it depends in the content from it
which is the content is as yummy as food or not. The Complete Cisco VPN Configuration Guide
(Networking Technology) giving you information deeper including different ways, you can find any guide
out there but there is no book that similar with The Complete Cisco VPN Configuration Guide (Networking
Technology). It gives you thrill looking at journey, its open up your own eyes about the thing this happened
in the world which is probably can be happened around you. It is easy to bring everywhere like in park your
car, café, or even in your technique home by train. When you are having difficulties in bringing the paper
book maybe the form of The Complete Cisco VPN Configuration Guide (Networking Technology) in e-book
can be your substitute.

Karen Partain:

The book untitled The Complete Cisco VPN Configuration Guide (Networking Technology) is the guide that
recommended to you to read. You can see the quality of the e-book content that will be shown to an
individual. The language that writer use to explained their way of doing something is easily to understand.
The author was did a lot of research when write the book, to ensure the information that they share to you
personally is absolutely accurate. You also could get the e-book of The Complete Cisco VPN Configuration
Guide (Networking Technology) from the publisher to make you a lot more enjoy free time.

Tony Hill:

Do you have something that you like such as book? The book lovers usually prefer to opt for book like
comic, short story and the biggest one is novel. Now, why not attempting The Complete Cisco VPN
Configuration Guide (Networking Technology) that give your enjoyment preference will be satisfied simply
by reading this book. Reading practice all over the world can be said as the opportinity for people to know
world far better then how they react to the world. It can't be mentioned constantly that reading routine only
for the geeky individual but for all of you who wants to be success person. So , for every you who want to
start reading as your good habit, it is possible to pick The Complete Cisco VPN Configuration Guide
(Networking Technology) become your personal starter.

Gerard Norman:

This The Complete Cisco VPN Configuration Guide (Networking Technology) is great book for you because
the content and that is full of information for you who also always deal with world and still have to make
decision every minute. This particular book reveal it facts accurately using great coordinate word or we can
state no rambling sentences in it. So if you are read the idea hurriedly you can have whole data in it. Doesn't
mean it only provides you with straight forward sentences but tough core information with beautiful
delivering sentences. Having The Complete Cisco VPN Configuration Guide (Networking Technology) in
your hand like finding the world in your arm, info in it is not ridiculous 1. We can say that no guide that offer
you world within ten or fifteen moment right but this publication already do that. So , this is good reading
book. Hi Mr. and Mrs. active do you still doubt that?
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